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INSIDE THREAT AWARENESS

RON GANN, TRANSPORTATION SECURITY INSPECTOR, TRANSPORTATION SECURITY ADMIN. FOR SURFACE TRANSPORTATION

This webinar will discuss a basic understanding of insider threats within an organization, what employees should be aware
of in their responsibilities, and how to protect an organization’s critical assets. Being able to identify, assess and mitigate risk
from insiders can safeguard key elements that make a company a success and continue to thrive as a business. Through
discussion of an awareness of co-worker’s behaviors and level of access to critical information, this information will provide
company employees with knowledge how to recognize, respond to and report a threat that a company employee may
negatively affect the integrity, confidentiality, and availability of the organization.

An organization’s own personnel are an invaluable resource to observe behaviors of concern. Though virtually every person
will experience stressful events in a job, most do so without resorting to disruptive or destructive acts. For those insiders that
turn to malicious activity, researchers have found that the acts are rarely spontaneous; instead, they are usually the result of
a deliberate decision to act. Security awareness for a company is an attitude, mindset, and focus of employees that regard
the safety and protection of coworkers and assets. Recognizing an insider threat and having the confidence to report the
negative activity will be important responsibility of all truck industry employees and vendors.
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KEY DISCUSSION POINTS

» Recognize co-worker behavior

» Define insider threats

¥

Types of insider threats
» Potential Risk Indicators

» Resources to mitigate

ABOUT THE PRESENTER

Ron Gann is a Transportation Security Inspector for TSA Surface
office in Omaha, Nebraska. The TSA office in Omaha serves
both Nebraska and lowa Surface Transportation entities
providing security awareness presentations to large and
small mass transit companies, school districts, contracted

bus companies, railroad and trucking industries. The security
programs and activities are provided for free and are voluntary. TSI

Gann is one of hundreds of TSA surface transportation inspectors

throughout the United States serving to protect the nation’s

transportation systems to ensure freedom of movement for people
and commerce.
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HOW TO REGISTER

Upon registering, Zoom will provide registrants with a confirmation email that will include the user specific log-in information
for the webinar. These links are set-up to be opened by only one user and will not be able to be shared. Itis up to the
presenters discretion if the webinar is able to be recorded.
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